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The digital era has transformed the way corporations and public organizations run. Data has now become
a truly strategic asset that allows steering a corporation while standing out from the rest and staying
prepared for market evolutions.

In order for a digital revolution to take place, data has to be a source of added value for the corporation, which

has a duty to ensure the data security and regulatory compliance. In an environment of increasing volatility

arising from user habits - mobile and remote access, interoperable business systems, hosting modes, applied

processing, for example - CISOs have the challenge of ensuring that data stays safe. Given the complex lifecycle

of data in an organization, users / consumers are now much more aware of the vulnerability of their systems,

and become themselves potential sources of threats, leaks or incidents. This situation is even more critical when

some of these users wield elevated access privileges due to their roles and designations, allowing them to

access sensitive data and applications.

The digital transformation therefore has a significant impact on the responsibilities that CISOs must take
on, as they would need to reassess enforced security policies, while at the same time actively doing their
part to increase the value of the corporation's data.

CLOUD SECURITY

Manage all privileged access independently from

your environments: virtual machines WMware,

vCenter, Microsoft Hyper-V, Microsoft Azure

marketplace, AMI Amazon. 

INDUSTRIAL CONTROL SYSTEMS SECURITY
(ICS/SCADA)

WALLIX Bastion helps you coordinate IT departments

with traditional ICS (Industrial Control System) teams'

activities thanks to features that enable you to

manage, monitor, trace, and secure privileged users

as well as external third parties benefiting from

remote access.  

AUDIT & COMPLIANCE

WALLIX helps you reach compliance with solutions built to

respond to your sector's regulations (PCI-DSS, GDPR, SOX,

HIPAA, ISO 27001...). Benefit from an integrated solution

and get a centralized view of all audit reports tracing back

privileged users' activity. Thanks to session traceability,

attribute connections to individual users and know exactly

what is being accessed, by who, when, and why. 

MANAGE EXTERNAL SERVICE PROVIDERS 
& REMOTE ACCESS

Minimize your exposition to cyber-risks by optimizing the

monitoring of third party providers, vendors,

subcontractors, and on-call employees. While these types

of remote access are often neglected within organizations,

they can lead to dramatic security vulnerabilities

(passwords can be leaked, operations and activities can be

left unsupervised...), hinder administration tasks or result

in compliance errors if not monitored properly.    



• Make the transition from a risk management 
policy to a digital trust approach.

While providing internal coworkers and privileged

third parties with the resources to focus on the

demands and particularities of their business, WALLIX
Bastion creates a secure environment that complies

with each sector's regulatory obligations.

• Increased agility, productivity and performance. 

By offering a high-performance access governance

solution that is unrestrictive and capable of helping

users to save time, WALLIX Bastion offers

organizations enhanced performance and a 

noticeable increase in productivity.

ADVANTAGES AND BUSINESS BENEFITS 

The WALLIX Bastion solution combines technology with a

business-based approach while taking into account legal

restrictions in order to ensure the security of your strategic

assets and the compliance of your IT infrastructures:

• Lowered risk of data loss and leaks

• Faster decision-making thanks to alert reports

• Granular control over access by superusers

• Tracking of regulatory compliance with reporting  

intended for auditors

• Simplified analysis of data and report generation
• Quick determination of risky situations and 
potential threats by IT teams

• Remote maintenance of technical infrastructures

WALLIX Bastion
The modular platform for managing privileged access 
adapted to your business
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MANAGED PROJECT DEPLOYMENT METHOD: Start off by setting controls on your privileged account sessions before

expanding the platform to include password management.

FAST INTEGRATION AND SCALABILITY OF THE SOLUTION = lower TCO (Total Cost of Ownership):  WALLIX Bastion
can be easily integrated into the existing environment and scaled according to the needs of the organization, thanks in

particular to the plugins installed with the platform, and continuously enriched by our partners - WALLIX ALLIANCE PARTNERS

- and by WALLIX's professionals.

A PLATFORM ADAPTED TO YOUR ORGANIZATIONAL MODELS IN ORDER TO FACILITATE CHANGE: WALLIX Bastion
user-friendliness makes it easier for teams to adopt it quickly and enable its unrestrictive implementation in daily operations.
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Email: deinfo@wallix.com
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Phone: +49 89 716771910

WALLIX UAE
http://www.wallix.com
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Dubai Silicon Oasis,
PO Box 341271, Dubai, UAE
Cell.: +971 50 168 2396

WALLIX UK
http://www.wallix.co.uk
Email: ukinfo@wallix.com
1 Farnham Rd, Guildford, Surrey,
GU2 4RG, UNITED KINGDOM
Office: +44 (0)1483 549 944

WALLIX FRANCE (HQ)
http://www.wallix.com
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250 bis, rue du Faubourg Saint-Honoré 
75008 Paris - FRANCE
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OFFICES & LOCAL REPRESENTATIONS
WALLIX USA (HQ)
http://www.wallix.us
Email: usinfo@wallix.com
World Financial District, 60 Broad Street
Suite 3502, New York, NY 10004 - USA
Phone: +1 781-569-6634

WALLIX RUSSIA & CIS
http://www.wallix.com/ru 
Email: wallix@it-bastion.com
ООО «ИТ БАСТИОН» 
107023, Россия, Москва, 
ул. Большая Семеновская, 45 
Тел.: +7 (495) 225-48-10

WALLIX ASIA PACIFIC
(Bizsecure Asia Pacific Pte Ltd)
Email: contact@bizsecure-apac.com 
8 Ubi Road 2, Zervex 07-10
Singapore 408538
Tel: +65-6333 9077 - Fax: +65-6339 8836

WALLIX AFRICA
SYSCAS (Systems Cabling & Security)
Email: sales@wallix.com 
Angré 7ème Tranche Cocody
06 BP 2517 Abidjan 06
CÔTE D'IVOIRE
Tél. : (+225) 22 50 81 90

WALLIX GROUP, an Alternext-listed company, is based in Paris, London, Munich and Dubai.

More than 500 organizations have chosen WALLIX to secure their information systems,

including Alain Afflelou, Danagas, Dassault Aviation, Gulf Air, Maroc Telecom, McDonald’s,

Michelin, PSA Peugeot-Citroën and Quick. WALLIX is a member of Bpifrance's "BPI

Excellence" community.

E N T E R P R I S E

LARGE ACCOUNT OFFERING
A SEAMLESS ENTERPRISE PAM PLATFORM
FOR PRIVILEGED ACCESS, SESSION, AND
PASSWORD MANAGEMENT.

BASTION Enterprise combines privileged user

management and monitoring with advanced password

and SSH key management. BASTION Enterprise is a

scalable solution designed to fully integrate with your pre-

existing technical environment. By utilizing script libraries,

plugin libraries, APIs, and a network of technology

partners, BASTION Enterprise is the most interoperable

and effective privileged account security solution available

on the privileged access management (PAM) market.

Manage and control privileged accounts / Customize system

configuration according to user rights and targets / Maintain

real-time visibility over privileged user activities / Record

sessions for future review / Export session metadata to SIEM

systems for advanced reporting / Integration API for Business

Intelligence analytics / Store passwords in the WALLIX vault /
Advanced password management and SSH key encryption in

a certified vault / Open architecture that integrates with third-

party vaults / Securise authentication between applications

thanks to credentials stored in the vault: Application-to-

Application Password Management / Manage Bastion

distributed architecture using a web console

SMB & MICRO-ENTERPRISE OFFERINGS
CONTROL AND MONITOR THE
PRIVILEGED ACCESS OF SENSITIVE
SYSTEMS.

BASTION Professional includes all of the required

features to ensure privileged account security. The

BASTION Professional gives super administrators

complete visibility over all connections and actions

carried out by privileged users. It combines a simple

installation process with effective and intuitive user

interfaces that allow your organization to quickly begin

monitoring and meeting compliance regulations. The

BASTION Entry Level offer is a solution dedicated to

micro-enterprises and small businesses, giving them

the same full level of control, audit and security

as multinational organizations.

Manage and control privileged accounts / Customized

configuration according to user rights and targets / Maintain

real-time visibility over privileged user activities / Record and

replay sessions / Export session metadata to SIEM systems for

advanced reporting / Generate reports / Store password in the

WALLIX Vault / Manage the distribution of Bastion

architectures using a web console

E N T R Y  L E V E L &
P R O F E S S I O N A L


